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1. Site Selection & Installation
The installation location should be well-ventilated and free from moisture, heat and dust.

Avoid joints. Measure the required length and order enough cable length for joint-free cabling.

The device should be mounted on a flat surface, close to the entry or exit (door).
Approximately 1.5 meters (4.5 to 5 feet) height from ground level is recommended for device 
installation.

If joints are unavoidable, solder the joint, re-join the shielding properly and restore the cable 
insulation with heat shrink.
Avoid crossing cables at the joints.
It is good practice to label each cable with color-coded ferrules for mistake-proof connections and 
easy maintenance.

Use cables of appropriate specifications for each application.



2. Grounding (Earthing)
Grounding is an important safety procedure to prevent electrical shocks, failures, damages and fire.
Provide separate ground to the system to avoid any back voltage from the earth.
Avoid ground loops by grounding the cable shields only ONCE.

3. Protection from Temperature and Heat:
Operating temperature of COSEC devices can vary.
Please check temperature range specified in the device datasheet. Most COSEC devices operating 
temperature range is between  -10°C to 50°C (14°F to 122°F).
If the device temperature exceeds its specification, the device may malfunction or fail permanently.
Direct sunlight on the device can damage LCD display over a period. Therefore, do not install the 
device in a position facing direct sunlight.

Direct sunlight should not fall on the device. Exposure to direct sunlight can damage the palm-vein 
and fingerprint readers of the device. Protect the device either by selecting proper installation 
location or by providing shelter cover or hood.

In case of the device is required to be installed in the open for outdoor application, provide proper 
cover/hood/shelter.
Metal turnstile and tripod accumulate heat and are at a much higher temperature than the ambient
temperature.
Therefore, avoid direct contact of the device with such exposed metal (turnstile or tripod).
Avoid direct contact of the stainless steel (SS) base plate with the COSEC device by using alternative 
material for insulation.

Insulating Material for Centre Plate ‘R’ value at 1 Inch thickness
PVC foam 5.2 – 6.0
Melamine foam 3.8
Cork sheet 3.6
Silicon Rubber 2.5 – 2.6

Higher ‘R’ value indicates higher insulation.Note:



4. Protection from Humidity, Water and Rain

5. Power Supply Precautions

Protect devices and cables from humidity and water.
Only IP65 certified devices are designed for external applications.
IP65 devices can handle a splash of water.
If a device is installed outdoor application, it is a good practice to protect it (even it it is IP65 class) 
from water, rain, dust, sunlight, etc. to increase its performance and lifespan.

Matrix COSEC devices are sensitive to the power supply voltages.

The distance between the adapter and the COSEC device should be less than 1 meter.

Always use the original adaptors supplied with the devices by Matrix.
Verify input and output voltages and current ratings before connecting an adaptor to the device.
Matrix COSEC devices may use different voltage and current ratings. However, most COSEC devices 
use adapter ratings 12VDC@2A.

Biometric sensors and LCD do not function properly when covered with water or dust.
Prevent accumulation of water droplets on the sensor or LCD areas. Consider this while deciding 
the devices’ location, direction and angle.
Humidity at seashores and coastal areas causes corrosion in metallic parts of the devices. Provide 
necessary protection at the time of installation for trouble-free operation and to increase durability.
After installing the device, apply silicon sealant properly along the complete periphery without 
leaving gaps to prevent humidity, water and dust from entering the device.

If interface connectors are not used (such as USB), seal them with silicon to increase durability.



Maintain sufficient separation between adaptor cable and AC power lines (110V or 220V). 

Usually, AC lines are very noisy due to other equipment switching on and off. If an AC power line is 
in close proximity of the adaptor cable, the electrical noise on the AC line can induce noise on the 
adaptor cable leading to device malfunction or failure.

AC line feeding power to the device adaptor should be at a safe distance from any large electrical 
equipment such as air-conditioners, compressors, motors, elevators, welding machines, 
transformers, etc..

Ensure inductive loads such as chokes, tube lights and motors are at least 1 meter away from the 
device, its power supply adaptor and its interface cables.



Supply for PoE switch must be separated from the noisy line.
Supply for PoE switch should be at least 15 cm away from heavy inductive loads like AC compressor, 
Electrical Motor, Lift Supply, etc.

6. Electrical Noise
High Inductive devices can induce noise in nearby AC or DC lines. Such a line with induced noise is 
called the Noisy line.
The device should be installed at least 15 cm away from noisy lines.

7. Connection with Network Switch
PoE compatible devices: COSEC VEGA Series, COSEC PATH Series, COSEC ARC Series, COSEC DOOR 
FMX, COSEC ARGO Series.
The device should be installed at least 15 cm away from noisy lines.



Twisted pair cables are suggested for RS-485 cabling.

RS-485 cables should be at least 15 cm away from the noisy electrical lines.

The last Node of RS-485 loop should be terminated with 120 Ohm resistor.

8. Precautions for RS-485

The Wall between Master Controller and Reader should be a minimum of 10 cm thick.
9. Connections between Controller and Reader

Cable length between Master Controller and Slave Reader on RS-232 should be less than 3 meters.



Device Type Ratings
COSEC VEGA 12V, 450mA
COSEC PATH 12V, 500mA
COSEC DOOR FOP (V3) 12V, 500mA
COSEC DOOR FMX
COSEC ARC
COSEC ARGO

12V, 450mA
12V, 500mA
12V, 450mA

Make sure that all open cables are insulated with insulation tape. If any terminals get shorted with 
supply cable, then the reader or master controller may get damaged.

External lock Power should be applied to avoid the damage.
The maximum load capacity of the device relay is 12V,2A. Hence, door lock with higher power 
ratings should be operated using contractors only.
Only one door lock should be connected with the device relay. A contactor can be used to operate 
multiple door locks.

Mandatory terminals for communication with Wiegand readers are D0, D1, and Ground
10. Connecting Third-Party Readers

To avoid damage of Lock relay or PoE module, lock power should be less than the below power 
ratings:

11. Connecting Locks:



Back EMF from door lock can damage relay and other circuit of the device.

This completes the guidelines for Ideal Installation of COSEC devices.

For locks operating with AC supply, capacitor (470V 190pF - MOV - 470k) must be connected 
between supply points of the lock.

Protect the device from back EMF by connecting diode/capacitor near the lock.
For locks operating with DC supply, diode must be installed as shown in the below figure:




